
In Balance 
Vaulting Service 
In Balance Vaulting Service has a very clear and 

focused goal – to protect your critical data from 

any cyberattack. Customizable to your needs, 

this powerful solution guards against cyberattacks, 

ensuring the safe recovery of your most critical data 

in the face of disaster.

Layered Security Controls for 
a Defensive Approach to 
Ransomware Protection 

In Balance Vaulting Service is secure by design and the 

only Sheltered Harbor solution provider that will protect 

critical data for both on-prem and cloud. It’s architected to 

eliminate vulnerabilities in the backup process that expose 

data to cyberattacks. If disaster strikes, your backup is 

ready to help you recover immediately.

The key to backup and recovery services is the ability to 

recover data and services quickly enough to meet the 

recovery time objectives required by the business. 

In Balance Vaulting Service delivers on your required SLA. 

The Sheltered Harbor standards combine secure vaulting of 

critical data and a resiliency plan to provide timely access to 

your data in a worst-case scenario. Sheltered Harbor resiliency 

standards are proven, mature and have an ecosystem to 

support adoption, implementation and certi昀椀cation.

SOLUTION BRIEF

IT Transformation. Simpli昀椀ed.

 Never pay the ransom-con昀椀dent, clean recovery 

 Complete isolation of backup environment with the  
 strongest access control in the industry 

 Patented analytics that 昀椀nd and prevent backup  
 environment attacks in real-time 

 Immutable backup data, storage, catalog, OS, data 
 and governance tools for comprehensive auditing 

 The only Sheltered Harbor data vault solution provider  
 for cloud, on-prem, and hybrid workloads 

 Assured recovery no matter what caused the data 
 integrity issue 

 Sheltered Harbor certi昀椀cation audit (Optional)
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Data encryption

Ability to protect SaaS data

Ability to protect endpoint devices

Ability to recover to any 

point or location 

Near continuous data protection – 

replication journaling 

Ability to protect virtual machines

Integrated cloud services capabilities 

Integrated data protection 

mechanisms within the platform

Integration with ransomware 

detection or resolution capability

Key Considerations for Ransomware Recovery Solutions

Shielded Vault + Operational Recovery Zone

Comprehensive In Balance Audit Framework

Executed daily to examine all facets of 
every Accelerator globally

Results are posted and analyzed by the 
Compass analytics engine

Any exceptions automatically trigger a 
two-phase noti昀椀cation and review process

Integrate speci昀椀c validation requirements 
for IT security policies per customer

Extensible for customer speci昀椀c audit and 
compliance requirements 

Sheltered Harbor certi昀椀cation audit (Optional)

Menu of Options:
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IT Transformation. Simpli昀椀ed.


